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1. Source: Chavez-Dreyfuss, Gertrude. “U.S. to Strictly Enforce Anti-Money Laundering Rules in Cryptocurrencies: FinCEN Chief.”

Reuters, Thomson Reuters, 15 Nov. 2019


https://www.reuters.com/article/us-crypto-currencies-fincen-idUSKBN1XP1YR

REUTERS Business  Markets  World  Politics TV More

TECHNOLOGY NEWS NOVEMBER 16, 2019 / 1:32 AM [ 4 DAYS AGO

U.S. to strictly enforce anti-money
laundering rules in cryptocurrencies:
FinCEN chief

Gertrude Chavez-Dreyfuss 3 MIN READ v f

NEW YORK (Reuters) - The U.S. government will strictly enforce a rule
that requires cryptocurrency firms engaged in money service businesses
such as digital asset exchanges and wallet service providers to share
information about their customers, Kenneth Blanco, director of the
Financial Crimes Enforcement Network (FinCEN), said on Friday



FATF Rec. 16! and BSA Travel Rule?

Originator Beneficiary

Information Exchange

(i) originator's name

(ii) originator’s account number where such an account

is used to process the transaction

(iii) one of the four originator’s information is required:
> physical (geographical) address (required

information in US jurisdiction) or

national identity number or

customer identification number (that uniquely

identifies the originator to the ordering institution)

or

> date and place of birth;

1: Paragraph 114, Guidance for a Risk-Based Approach, FATF Virtual Assets and Virtual Asset Service Providers, June 2019
2: FinCEN Advisory: Funds "Travel" Regulations

(iv) beneficiary’s name;

(v) beneficiary account number where
such an account is used to process the
transaction (e.g. the virtual asset wallet).

>
>



http://www.fatf-gafi.org/media/fatf/documents/recommendations/RBA-VA-VASPs.pdf
https://www.sec.gov/about/offices/ocie/aml2007/fincen-advissu7.pdf
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Timeline

e May
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o Signed MOU with CEZA' to adopt Sygna technology
solutions

o Integration with SBI VC (SBI Holdings-4~ >~ E ¥ A z} 5] A}

e June

o V20 summit Z4] A 7]4 7}”4’\} AAE 2 FATF LA =}
Soll Al o 452421 /\}ﬂ O 2 A 01%

o JFSA/JVCEA/US Treasury/FATFoﬂ A NEHA ALDHAF
e August - Current

o Integration with 2 JVCEA(Y £714-% 3 23+ ¥ 3)) licensed
VASPs,

o Integration with 1 Korean VASP

- 1
June 2019 FATF Guidance for Virtual Assets

a) Public and private keys, which are created in pairs for each entity involved in a
transmission and encrypt and decrypt information during the initial part of the
transmission so that only the sender and recipient of the transmission can
decrypt and read the information, wherein the public key is available to
everyone while the private key is known only to the creator of the keys;

e) API technology, which provides routines, protocols, and tools for building
software applications and specifies how software components should interact;
as well as

1. Cagayan Economic Zone Authority 2. Center for a New American Security
Source: Paragraph 189, Guidance for a Risk-Based Approach, FATF Virtual Assets and Virtual Asset Service Providers, June 2019



http://www.fatf-gafi.org/media/fatf/documents/recommendations/RBA-VA-VASPs.pdf
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Benefits
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Technology

Architecture

Communication
Channel

VASP
Authentication

Sygna Bridge

Cloud server back-end services

Centralized
(efficient, easy-to-maintain,
standardized)

One API endpoint

By jurisdiction

Certificate Authority

Open systems certificate frameworks
(X.509)

Decentralized
(Peer to peer connection between
VASPs)

Peer-to-peer

By Certificate Authority

Blockchain-based
protocol

Blockchain-based protocol

Decentralized
(Peer to peer connection between
VASPs)

Peer-to-peer

By peer VASPs or trusted issuers
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Integration with 2 JVCEA licensed VASPs

Introduction APl Implementation

1~2 Weeks 2~4 Weeks 2~4 Weeks
Product Introduction Meeting Originator VASP Test with Local VASPs
VASP Registration Beneficiary VASP Complete Test Report (to local FIU)
Technical Kickoff Meeting Test with Mock Server Live

1 VASP at this phase 1 VASP at this phase



Sygna Bridge Demo Session



Transaction Process Overview

Transfer Info Transaction Preparation

ETH e Originating (VASP A) user prepares the transaction --
obtains required beneficiary information:

0.347895 o beneficiary address (v),

Beneficiary Info o beneficiary name (iv). (at this stage, VASP A has

all required elements for compliance)

FEB926675a2f8B55644A1669b43b9924 . . .
0x0bB9GFEBIZ6675a218B55644A1669b43p9924C03 o VASP code (defined by Sygna Bridge, acting as

Antoine Griezmann | CNBSUSCA (Coinbase) v central authority)

1. Beneficiary Name BFLYJAJT (BitFlyer)

UPBTKRSE (Upbit)
2. Drop down list of VASP codes



https://coolbitx.gitlab.io/sygna/bridge/sygna-bridge-demo/

A LICE

=

SOIAZH0| YU HBFA|L,

Jeff Kang Z4 =&
010-5780-3557
jeff@coolbitx.com



